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file:///D:/AGH/8semestr/iosr/dokumentacja/raporty/security/nikto/nikt...

iosr_client.cloudfoundry.com /

173.243.49.35 port 80

Target IP 173.243.49.35

Target hostname iosr_client.cloudfoundry.com

Target Port 80

HTTP Server nginx

Site Link (Name) http://iosr_client.cloudfoundry.com:80

Site Link (IP) http://173.243.49.35:80

URI /

HTTP Method GET

Description Cookie JSESSIONID created without the httponly flag

Test Links http://iosr_client.cloudfoundry.com:80/
http://173.243.49.35:80/

OSVDB Entries OSVDB-0

URI /

HTTP Method GET

Description Cookie _ VCAP_ID__ created without the httponly flag

Test Links http://iosr_client.cloudfoundry.com:80/
http://173.243.49.35:80/

OSVDB Entries OSVDB-0

URI /

HTTP Method GET

Description Retrieved via header: 1.1 plus.dsi14.agh.edu.pl:3128 (squid)

Test Links http://iosr_client.cloudfoundry.com:80/
http://173.243.49.35:80/

OSVDB Entries OSVDB-0

URI /

HTTP Method GET

Description The anti-clickjacking X-Frame-Options header is not present.

Test Links http://iosr_client.cloudfoundry.com:80/
http://173.243.49.35:80/

OSVDB Entries OSVDB-0

URI /

HTTP Method GET

Description Uncommon header 'x-cache-lookup' found, with contents: MISS
from plus.ds14.agh.edu.pl:3128

Test Links http://iosr_client.cloudfoundry.com:80/
http://173.243.49.35:80/

OSVDB Entries OSVDB-0

URI /

HTTP Method GET

Description Uncommon header 'x-cache' found, with contents: MISS from

plus.ds14.agh.edu.pl

2013-06-09 14:29



Nikto Report

2 of 2

Test Links

file:///D:/AGH/8semestr/iosr/dokumentacja/raporty/security/nikto/nikt...

http://iosr client.cloudfoundry.com:80/
http://173.243.49.35:80/

OSVDB Entries

OSVDB Entries OSVDB-0

URI /

HTTP Method GET

Description Uncommon header 'x-squid-error' found, with contents:
ERR_INVALID_REQ 0

Test Links http://iosr_client.cloudfoundry.com:80/

http://173.243.49.35:80/
OSVDB-0

URI
HTTP Method
Description

Test Links

OSVDB Entries

/phpimageview.php?pic=javascript:alert(8754)

GET

/phpimageview.php?pic=javascript:alert(8754): PHP Image
View 1.0 is vulnerable to Cross Site Scripting (XSS).
CA-2000-02.

http://iosr_client.cloudfoundry.com:80
/phpimageview.php?pic=javascript:alert(8754)
http://173.243.49.35:80
/phpimageview.php?pic=javascript:alert(8754)
OSVDB-27071

Start Time
End Time
Elapsed Time
Statistics

2013-06-09 10:35:39

2013-06-09 10:56:41

1262 seconds

6544 items checked, 0 errors, 8 findings

Software Details

CLI Options

Hosts Tested
Start Time
End Time
Elapsed Time

Nikto 2.1.5

-host http://iosr_client.cloudfoundry.com/ -output
nikto_iosr_client_report.html

1

Sun Jun 9 10:35:38 2013
Sun Jun 9 10:56:41 2013
1263 seconds
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