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Vulnerabilities By Plugin



48432 (2) - Web Application Session Cookies Not Marked HttpOnly

Synopsis

HTTP session cookies might be vulnerable to cross-site scripting attacks.

Description

The remote web application uses cookies to track authenticated users. However, one or more of those cookies are not
marked 'HttpOnly', meaning that a malicious client-side script such as JavaScript could read them.

'HttpOnly' is a security mechanism to protect against cross-site scripting attacks that was proposed by Microsoft and
initially implemented in Internet Explorer. All modern browsers support it.

Note that :
- 'HttpOnly' can be circumvented in some cases.

- The absence of this attribute does not mean that the web application is automatically vulnerable to cross-site

scripting attacks.

- Some web applications need to manipulate the session cookie through client-side scripts and the 'HttpOnly" attribute

cannot be set.
See Also
http://www.nessus.org/u?916b20e4

http://www.nessus.org/u?6752aae7
Solution
If possible, add the 'HttpOnly' attribute to all session cookies.
Risk Factor
Medium
CVSS Base Score
4.3 (CVSS2#AV:N/AC:M/Au:N/C:P/I:N/A:N)
Plugin Information:
Publication date: 2010/08/25, Modification date: 2013/01/25

Hosts
iosr_client.cloudfoundry.com (tcp/80)

The session cookie is not marked 'H tpOnly'.
Here is the insecure cookie :

Nanme : JSESSI ONI D

Path : /

Val ue : 6925B29584C1B026DFB81C8465B29DC9
Domai n :

Version : 1

Expires :

Conment

Secure : O

Htponly : O

Por t

iosr_client.cloudfoundry.com (tcp/443)

The session cookie is not marked 'H tpOnly'.
Here is the insecure cookie :

Nanme : JSESSI ONI D

Path : /

Val ue : 6925B29584C1B026DFB81C8465B29DC9
Domai n :

Version : 1

Expires :

Conment

Secure : 0

Htponly : O



http://www.nessus.org/u?916b20e4
http://www.nessus.org/u?6752aae7

Por t




49218 (2) - Web Application Session Cookies Not Marked Secure

Synopsis
HTTP session cookies may be sent in clear text.
Description

The remote web application uses cookies to track authenticated users. However, there are instances where the
application is running over unencrypted HTTP or the cookie(s) are not marked 'secure’, meaning the browser could
send them back over an unencrypted link under certain circumstances.

As aresult, it may be possible for a remote attacker to intercept these cookies.

See Also
http://www.nessus.org/u?916b20e4
Solution

- Host the web application on a server that only provides SSL (HTTPS).
- Mark all cookies as 'secure'.

Risk Factor
Medium
CVSS Base Score
4.3 (CVSS2#AV:N/AC:M/Au:N/C:P/I:N/A:N)

References
XREF CWE:522
XREF CWE:718
XREF CWE:724

Plugin Information:
Publication date: 2010/09/14, Modification date: 2013/01/25

Hosts
iosr_client.cloudfoundry.com (tcp/80)

The web application is available via
i nsecure HTTP.

iosr_client.cloudfoundry.com (tcp/443)

The session cookie is not marked 'secure'.
Here is the insecure cookie :

Name : JSESSI ONI D

Path : /

Val ue : 6925B29584C1B026DFB81C8465B29DC9
Domai n :

Version : 1

Expires :

Conment

Secure : 0

Httponly : O

Por t
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http://www.nessus.org/u?916b20e4
http://cwe.mitre.org/data/definitions/522
http://cwe.mitre.org/data/definitions/718
http://cwe.mitre.org/data/definitions/724

10539 (1) - DNS Server Recursive Query Cache Poisoning Weakness

Synopsis

The remote name server allows recursive queries to be performed by the host running nessusd.
Description

It is possible to query the remote name server for third party names.

If this is your internal nameserver, then the attack vector may be limited to employees or guest access if allowed.
If you are probing a remote nameserver, then it allows anyone to use it to resolve third party names (such as
WWW.Nessus.org).

This allows attackers to perform cache poisoning attacks against this nameserver.

If the host allows these recursive queries via UDP, then the host can be used to 'bounce’ Denial of Service attacks
against another network or system.

See Also
http://www.nessus.org/u?c4dcf24a
Solution

Restrict recursive queries to the hosts that should use this nameserver (such as those of the LAN connected to it).
If you are using bind 8, you can do this by using the instruction 'allow-recursion' in the 'options' section of your
named.conf.

If you are using bind 9, you can define a grouping of internal addresses using the 'acl' command.

Then, within the options block, you can explicitly state:

‘allow-recursion { hosts_defined_in_acl }'

If you are using another name server, consult its documentation.

Risk Factor

Medium
CVSS Base Score

5.0 (CVSS2#AV:N/AC:L/Au:N/C:N/I:P/A:N)
CVSS Temporal Score

4.3 (CVSS2#AV:N/AC:L/AU:N/C:N/I:P/A:N)

References
BID 136
BID 678
CVE CVE-1999-0024
XREF OSVvDB:438
XREF CERT-CC:CA-1997-22

Plugin Information:
Publication date: 2000/10/27, Modification date: 2012/12/10

Hosts
iosr_client.cloudfoundry.com (udp/53)

11


http://www.nessus.org/u?c4dcf24a
http://www.securityfocus.com/bid/136
http://www.securityfocus.com/bid/678
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-1999-0024
http://osvdb.org/show/osvdb/438

26194 (1) - Web Server Uses Plain Text Authentication Forms

Synopsis
The remote web server might transmit credentials in cleartext.
Description

The remote web server contains several HTML form fields containing an input of type 'password' which transmit their
information to a remote web server in cleartext.

An attacker eavesdropping the traffic between web browser and server may obtain logins and passwords of valid
users.

Solution

Make sure that every sensitive form transmits content over HTTPS.
Risk Factor

Low
CVSS Base Score

2.6 (CVSS2#AV:N/AC:H/AuU:N/C:P/1:N/A:N)

References
XREF CWE:522
XREF CWE:523
XREF CWE:718
XREF CWE:724

Plugin Information:
Publication date: 2007/09/28, Modification date: 2011/09/15

Hosts
iosr_client.cloudfoundry.com (tcp/80)

Page : /admi nistrator/edit/9

Destination page : /administrator/edit/9
I nput nane : password

Default value : 123

Page : /admi nistrator/edit/11

Destination page : /adm nistrator/edit/11
I nput nane : password

Default value : 123

Page : /adm nistrator/add
Destination page : /adm nistrator/add
I nput nane : password

Page : /adm nistrator/edit/9?

i d=9&l ogi n=al a&passwor d=123&emai | =al a@xanpl e. com&nane=Al a&sur nanme=Nowak&t enant Nanme=AGH&enabl ed=t r ue&conmi t =Up
Destination page : /administrator/edit/9

I nput nane : password

Default value : 123

Page : /admi nistrator/edit/11?

i d=11&l ogi n=mar ci n&passwor d=123&emai | =mar ci n@xanpl e. com&nane=Mar ci n&sur name=W ogé&t enant Nane=AGH&enabl ed=f al se
Destination page : /admnistrator/edit/11

I nput nane : password

Default value : 123

Page : /adm ni strator/add?i d=& ogi n=&passwor d=&enmai | =&nanme=&sur nane=&t enant Nane=UJ&conmi t =Add
Destination page : /adm nistrator/add
I nput nane : password

12


http://cwe.mitre.org/data/definitions/522
http://cwe.mitre.org/data/definitions/523
http://cwe.mitre.org/data/definitions/718
http://cwe.mitre.org/data/definitions/724

Page : /adm nistrator/edit/9?

i d=9& ogi n=al a&passwor d=123&enmi | =al a@xanpl e. com&nanme=Al a&sur nane=Nowak&t enant Nane=AGH&enabl ed=f al se&conmi t =L
Destination page : /adm nistrator/edit/9

I nput narme : password

Default value : 123

Page : /admi nistrator/edit/11?

i d=11&l ogi n=mar ci n&passwor d=123&enmi | =mar ci n@xanpl e. com&nanme=Mar ci n&sur nane=W ogé&t enant Name=AGH&enabl ed=t r ue&
Destination page : /adm nistrator/edit/11

I nput name : password

Default value : 123

Page : /admi nistrator/edit/9?

i d=9& ogi n=al a&passwor d=123&enmi | =al a@xanpl e. com&nanme=Al a&sur nane=Nowak&t enant Nane=PK&enabl ed=t r ue&conm t =Upd
Destination page : /adm nistrator/edit/9

I nput narme : password

Default value : 123

Page : /admi nistrator/edit/11?

i d=11&l ogi n=mar ci n&passwor d=123&enmi | =mar ci n@xanpl e. com&nanme=Mar ci n&sur nane=W ogé&t enant Name=PK&enabl ed=f al se&
Destination page : /adm nistrator/edit/11

I nput name : password

Default value : 123

13



65821 (1) - SSL RC4 Cipher Suites Supported
Synopsis

The remote service supports the use of the RC4 cipher.
Description

The remote host supports the use of RC4 in one or more cipher suites. The RC4 cipher is flawed in its generation of
a pseudo-random stream of bytes so that a wide variety of small biases are introduced into the stream, decreasing its
randomness.

If plaintext is repeatedly encrypted (e.g. HTTP cookies), and an attacker is able to obtain many (i.e. tens of millions)
ciphertexts, the attacker may be able to derive the plaintext.

See Also
http://www.nessus.org/u?217a3666

http://cr.yp.to/talks/2013.03.12/slides.pdf

http://www.isg.rhul.ac.uk/tls/
Solution
Reconfigure the affected application, if possible, to avoid use of RC4 ciphers.
Risk Factor
Low
CVSS Base Score
2.6 (CVSS2#AV:N/AC:H/AuU:N/C:P/I:N/A:N)
CVSS Temporal Score
2.2 (CVSS2#AV:N/AC:H/AuU:N/C:P/I:N/A:N)

References
BID 58796
CVE CVE-2013-2566
XREF OSVDB:91162

Plugin Information:
Publication date: 2013/04/05, Modification date: 2013/04/05

Hosts
iosr_client.cloudfoundry.com (tcp/443)

Here is the list of RC4 cipher suites supported by the renote server :

Hi gh Strength G phers (>= 112-bit key)

SSLv3
RC4- MD5 Kx=RSA Au=RSA Enc=RC4(128) Mac=MD5
RC4- SHA Kx=RSA Au=RSA Enc=RC4(128) Mac=SHAL
TLSv1
RC4- MD5 Kx=RSA Au=RSA Enc=RC4(128) Mac=MD5
RCA- SHA Kx=RSA Au=RSA Enc=RC4(128) Mac=SHAL

The fields above are :

{OpenSSL ci pher nane}

Kx={ key exchange}

Au={ aut henti cati on}
Enc={symmetric encryption nethod}
Mac={ nessage aut hentication code}
{export flag}

14


http://www.nessus.org/u?217a3666
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
http://www.securityfocus.com/bid/58796
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-2566
http://osvdb.org/show/osvdb/91162

11219 (4) - Nessus SYN scanner
Synopsis

It is possible to determine which TCP ports are open.
Description

This plugin is a SYN 'half-open’ port scanner.

It shall be reasonably quick even against a firewalled target.

Note that SYN scanners are less intrusive than TCP (full connect) scanners against broken services, but they might
kill lame misconfigured firewalls. They might also leave unclosed connections on the remote target, if the network is
loaded.

Solution

Protect your target with an IP filter.
Risk Factor

None

Hosts
iosr_client.cloudfoundry.com (tcp/25)

Port 25/tcp was found to be open
iosr_client.cloudfoundry.com (tcp/80)
Port 80/tcp was found to be open
iosr_client.cloudfoundry.com (tcp/443)
Port 443/tcp was found to be open
iosr_client.cloudfoundry.com (tcp/3128)
Port 3128/tcp was found to be open

15



22964 (4) - Service Detection

Synopsis
The remote service could be identified.
Description

It was possible to identify the remote service by its banner or by looking at the error message it sends when it receives
an HTTP request.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2007/08/19, Modification date: 2013/05/12

Hosts
iosr_client.cloudfoundry.com (tcp/80)

A web server is running on this port.
iosr_client.cloudfoundry.com (tcp/80)

An HTTP proxy is running on this port.
iosr_client.cloudfoundry.com (tcp/443)

A TLSv1l server answered on this port.
iosr_client.cloudfoundry.com (tcp/443)

A web server is running on this port through TLSv1.
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10662 (3) - Web mirroring

Synopsis
Nessus crawled the remote web site.
Description

This script makes a mirror of the remote web site(s) and extracts the list of CGls that are used by the remote host.
It is suggested that you change the number of pages to mirror in the 'Options’ section of the client.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2001/05/04, Modification date: 2013/04/11

Hosts
iosr_client.cloudfoundry.com (tcp/80)

The followi ng CA@ have been discovered :
Syntax : cginame (argunents [default val ue])

/tenant/edit/6 (id [6] nanme [U)] enabled [true] commit [Update] description [Uniwersyt...)

/admi nistrator/renove (itemds [9] itemds [11] )

/admi nistrator/edit/11 (enabled [false] id [11] surnane [Wog] password [123] commit [Update] ...)
/stockQuote/list ()

/tenant/add (nane [] commit [Add] description [] )

/ st ockConpani es/ renove (synbols [ GOOF synbols [ NVDA] )

/tenant/edit/7 (id [7] nanme [PK] enabled [true] commit [Update] description [Politechn...)

/ st ockConpani es/ update (synbol [] nane [] commit [CK]

/admi nistrator/add (id [] nanme [] surnanme [] login [] email [] tenantNanme [UJ] commit [Add...)
/tenant/edit/5 (id [5] nane [AGH] enabled [false] commit [Update] description [Akadem...)

/admi nistrator/edit/9 (enabled [true] id [9] surnanme [ Nowak] password [123] commit [Update] e...)
/tenant/edit/4 (id [4] nane [ SUPERUSER TENANT] enabled [true] commit [Update] descript...)
/tenant/renove (itemds [4] itemds [5] itemids [6] itemds [7] )

60 requests were sent in 20.929 s = 2 req/s = 348 ns/req

iosr_client.cloudfoundry.com (tcp/443)

The following CAd have been discovered :
Syntax : cginanme (argunents [default value])

/tenant/edit/6 (id [6] nane [UJ] description [Uniwersytet Jagiellonski] enabled [false...)

/adm nistrator/remove (itemds [9] itemds [11] )

/adm nistrator/edit/11 (enabled [false] id [11] surnane [Wog] password [123] conmit [Update] ...)
/ stockQuote/list ()

/tenant/add (nanme [] conmmit [Add] description [] )

/ st ockConpani es/ renove (synbols [GO0G synbols [ NVDA] )

/tenant/edit/7 (id [7] nane [PK] description [Politechni ka Krakowska] enabled [false] ...)

/ st ockConpani es/ update (synbol [] name [] comit [OK] )

/adm nistrator/add (id [] name [] surnane [] login [] email [] tenantNane [UJ] commit [Add...)
/tenant/edit/5 (id [5] nane [AGH] description [Akadem a CGorniczo-Hutnicza] enabled [tr...)

/j _spring_security_check (j_usernane [] j_password [] commit [Log in] )

/adm nistrator/edit/9 (enabled [true] id [9] surname [ Nowak] password [123] commit [Update] e...)
/tenant/edit/4 (id [4] nane [ SUPERUSER TENANT] enabled [true] commit [Update] descript...)
/tenant/renove (itemds [4] itemds [5] itemds [6] itemds [7] )

56 requests were sent in 35.273 s = 1 req/s = 629 ns/req

iosr_client.cloudfoundry.com (tcp/3128)

1 requests were sent in 7.012 s = 0 req/s = 7012 ns/req
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11149 (3) - HTTP login page

Synopsis
HTTP form based authentication.
Description
This script logs onto a web server through a login page and stores the authentication / session cookie.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2002/10/26, Modification date: 2013/05/14

Hosts
iosr_client.cloudfoundry.com (tcp/80)

HTTP | ogi n succeeded
iosr_client.cloudfoundry.com (tcp/443)

HTTP | ogi n succeeded
iosr_client.cloudfoundry.com (tcp/3128)

HTTP login failed :
request failed: GET /login

18



39463 (3) - HTTP Server Cookies Set

Synopsis
Some cookies have been set by the web server.
Description

HTTP cookies are pieces of information that are presented by web servers and are sent back by the browser.
As HTTP is a stateless protocol, cookies are a possible mechanism to keep track of sessions.
This plugin displays the list of the HTTP cookies that were set by the web server when it was crawled.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2009/06/19, Modification date: 2011/03/15

Hosts
iosr_client.cloudfoundry.com (tcp/80)

This cookie was set by Tontat(servlet/jsp engine)

path =/

nane = JSESSI ONI D

val ue = 6925B29584C1B026DFB81C8465B29DC9
version =1

secure =0

httponly = 0

path =/

nane = VCAP_ID _

val ue = be3204a2a4119f ObdcbOcbf a2ccd90b0c67a8585385d310a7956¢cf 624ec377a5
version =1

secure =0

httponly = 0

iosr_client.cloudfoundry.com (tcp/443)

Thi s cookie was set by Tontat (servlet/jsp engine)

path =/

nane = JSESSI ONI D

val ue = 6925B29584C1B026DFB81C8465B29DC9
version =1

secure =0

httponly = 0

path =/

nane = _VCAP_ID _

val ue = be3204a2a4119f ObdcbOcbf a2ccd90b0c67a8585385d310a7956¢cf 624ec377a5
version =1

secure =0

httponly = 0

iosr_client.cloudfoundry.com (tcp/3128)

Thi s cookie was set by Tontat (servlet/jsp engine)

path =/

nane = JSESSI ONI D

val ue = 6925B29584C1B026DFB81C8465B29DC9
version =1

secure =0

httponly = 0

path =/

name = __VCAP_ID _

val ue = be3204a2a4119f ObdcbOcbf a2ccd90b0c67a8585385d310a7956¢f 624ec377a5
version =1

secure =0

httponly = 0
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10107 (2) - HTTP Server Type and Version

Synopsis
A web server is running on the remote host.
Description
This plugin attempts to determine the type and the version of the remote web server.
Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2000/01/04, Modification date: 2013/06/03

Hosts
iosr_client.cloudfoundry.com (tcp/80)

The renote web server type is :
ngi nx
iosr_client.cloudfoundry.com (tcp/443)

The renote web server type is :

ngi nx
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10195 (2) - HTTP Proxy Open Relay Detection

Synopsis
The remote web proxy server accepts requests.
Description

The remote web proxy accepts unauthenticated HTTP requests from the Nessus scanner. By routing requests through
the affected proxy, a user may be able to gain some degree of anonymity while browsing web sites, which will see
requests as originating from the remote host itself rather than the user's host.

Solution

Make sure access to the proxy is limited to valid users / hosts.
Risk Factor

None
Plugin Information:

Publication date: 1999/06/22, Modification date: 2013/01/02

Hosts
iosr_client.cloudfoundry.com (tcp/80)
iosr_client.cloudfoundry.com (tcp/3128)
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24260 (2) - HyperText Transfer Protocol (HTTP) Information

Synopsis
Some information about the remote HTTP configuration can be extracted.
Description

This test gives some information about the remote HTTP protocol - the version used, whether HTTP Keep-Alive and
HTTP pipelining are enabled, etc...
This test is informational only and does not denote any security problem.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2007/01/30, Modification date: 2011/05/31

Hosts
iosr_client.cloudfoundry.com (tcp/80)

Protocol version : HITP/ 1.0

SSL @ no

Keep-Alive : no

Options allowed : (Not inplenented)
Headers :

Cont ent - Language: en

Content - Length: 1486

Content - Type: text/htm; UTF-8; charset=UTF-8

Date: Sun, 09 Jun 2013 12:57:32 GV

Server: Apache-Coyote/1.1

X-Cache: M SS from pl us. ds14. agh. edu. pl

X- Cache- Lookup: M SS from pl us. ds14. agh. edu. pl : 3128
Via: 1.0 plus.dsl4. agh. edu. pl : 3128 (squi d)
Connection: keep-alive

iosr_client.cloudfoundry.com (tcp/443)

Protocol version : HITP/1.1

SSL : yes

Keep-Alive : yes

Options allowed : (Not inplenented)
Headers :

Server: nginx

Date: Sun, 09 Jun 2013 12:57:36 GMVI

Content - Type: text/htm ; UTF-8;charset=UTF-8
Content -Length: 1486

Connection: keep-alive

Keep- Al'i ve: tineout=20

Cont ent - Language: en
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33817 (2) - CGI Generic Tests Load Estimation (all tests)

Synopsis
Load estimation for web application tests.
Description

This script computes the maximum number of requests that would be done by the generic web tests, depending on
miscellaneous options. It does not perform any test by itself.

The results can be used to estimate the duration of these tests, or the complexity of additional manual tests.

Note that the script does not try to compute this duration based on external factors such as the network and web
servers loads.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2009/10/26, Modification date: 2013/01/29

Hosts
iosr_client.cloudfoundry.com (tcp/80)
Here are the estinated nunber of requests in mscellaneous nodes

for one nethod only (CET or POST)
[Single / Some Pairs / All Pairs / Some Conbinations / Al Conbinations]

on site request forgery : S=9 SP=9 AP=9 SC=9
AC=9

SQL injection © S=1320 SP=4392 AP=4392 SC=23544
AC=23544

unseen paraneters © S=1925 SP=6405 AP=6405 SC=34335
AC=34335

local file inclusion . S=55 SP=183 AP=183 SC=981
AC=981

web code injection : S=55 SP=183 AP=183 SC=981
AC=981

XM i nj ection : S=55 SP=183 AP=183 SC=981
AC=981

format string : S=110 SP=366 AP=366 SC=1962
AC=1962

script injection : S=9 SP=9 AP=9 SC=9
AC=9

cross-site scripting (conprehensive test): S=220 SP=732 AP=732 SC=3924
AC=3924

i nj ectabl e paraneter : S=110 SP=366 AP=366 SC=1962
AC=1962

cross-site scripting (extended patterns) : S=54 SP=54 AP=54 SC=54
AC=54

directory traversal (wite access) : S=110 SP=366 AP=366 SC=1962
AC=1962

SSI injection : S=165 SP=549 AP=549 SC=2943
AC=2943

header injection : S=18 SP=18 AP=18 SC=18
AC=18

directory traversal © S=1375 SP=4575 AP=4575 SC=24525
AC=24525

HTM. i nj ection : S=45 SP=45 AP=45 SC=45
AC=45

arbitrary command execution (time based) : S=330 SP=1098 AP=1098 SC=5886
AC=5886

persi stent XSS [...]

iosr_client.cloudfoundry.com (tcp/443)

Here are the estimated nunber of requests in miscellaneous nodes
for one nethod only (GET or POST)
[Single / Some Pairs / All Pairs / Some Conbinations / Al Conbinations]

cross-site scripting (conprehensive test): S=232 SP=760 AP=760 SC=3956
AC=3956
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persi stent XSS

AC=3956

arbitrary command execution
AC=15824

web code injection

AC=989

HTM. i nj ection
AC=15

arbitrary command execution (tinme based)
AC=5934

script injection
AC=3

XM i njection
AC=989

unseen paraneters
AC=34615

directory traversal (wite access)
AC=1978

SQL injection (2nd order)

AC=989

on site request forgery

AC=3

blind SQL injection (4 requests)
AC=3956

HTTP response splitting

AC=27

directory traversal (extended test)
AC=50439

header injection

AC=6

i nj ectabl e paraneter

AC=1978

directory traversa

S=232

S=928

S=58

S=15

S=348

S=3

S=58

S=2030

S=116

S=58

S=3

S=232

S=27

S=2958

S=6

S=116

SP=760

SP=3040

SP=190

SP=15

SP=1140

SP=3

SP=190

SP=6650

SP=380

SP=190

SP=3

SP=760

SP=27

SP=9690

SP=6

SP=380

AP=760

AP=3040

AP=190

AP=15

AP=1140

AP=3

AP=190

AP=6650

AP=380

AP=190

AP=3

AP=760

AP=27

AP=9690

AP=6

AP=380

SC=3956

SC=15824

SC=989

SC=15

SC=5934

SC=3

SC=989

SC=34615

SC=1978

SC=989

SC=3

SC=3956

SC=27

SC=50439

SC=6

SC=1978
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39470 (2) - CGI Generic Tests Timeout

Synopsis

Some generic CGl attacks ran out of time.
Description

Some generic CGl tests ran out of time during the scan. The results may be incomplete.
Solution

Run your run scan again with a longer timeout or less ambitious options :

- Combinations of arguments values = 'all combinations' is much slower than 'two pairs' or 'single’.

- Stop at first flaw = 'per port' is quicker.

- In 'some pairs' or 'some combinations' mode, try reducing web_app_tests.tested_values_for_each_parameter in
nessusd.conf

Risk Factor
None
Plugin Information:
Publication date: 2009/06/19, Modification date: 2011/03/06

Hosts
iosr_client.cloudfoundry.com (tcp/80)

The follow ng tests timed out without finding any flaw :
- SQL injection
- arbitrary command execution

iosr_client.cloudfoundry.com (tcp/443)

The followi ng tests timed out without finding any flaw :
- directory traversal

- arbitrary comand execution

- cross-site scripting (conprehensive test)

- SQ injection

- SQ injection (on HTTP headers)
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40773 (2) - Web Application Potentially Sensitive CGl Parameter Detection

Synopsis
An application was found that may use CGI parameters to control sensitive information.
Description

According to their names, some CGI parameters may control sensitive data (e.g., ID, privileges, commands, prices,
credit card data, etc.). In the course of using an application, these variables may disclose sensitive data or be prone
to tampering that could result in privilege escalation. These parameters should be examined to determine what type of
data is controlled and if it poses a security risk.

** This plugin only reports information that may be useful for auditors

** or pen-testers, not a real flaw.

Solution

Ensure sensitive data is not disclosed by CGIl parameters. In addition, do not use CGI parameters to control access to
resources or privileges.

Risk Factor
None
Plugin Information:
Publication date: 2009/08/25, Modification date: 2012/08/17

Hosts
iosr_client.cloudfoundry.com (tcp/80)

Potentially sensitive paraneters for CA /tenant/edit/7 :
id: Potential horizontal or vertical privilege escalation
Potentially sensitive paraneters for Cd /administrator/edit/9 :

id: Potential horizontal or vertical privilege escalation
password : Possibly a clear or hashed password, vulnerable to sniffing or dictionary attack

Potentially sensitive paraneters for CA /administrator/edit/11 :

id: Potential horizontal or vertical privilege escalation
password : Possibly a clear or hashed password, vulnerable to sniffing or dictionary attack

Potentially sensitive paraneters for CA /adm nistrator/add :

password : Possibly a clear or hashed password, vulnerable to sniffing or dictionary attack
id: Potential horizontal or vertical privilege escalation

Potentially sensitive paraneters for CA /tenant/edit/4 :
id: Potential horizontal or vertical privilege escalation
Potentially sensitive paraneters for CA /tenant/edit/5 :
id: Potential horizontal or vertical privilege escalation
Potentially sensitive paraneters for CA /tenant/edit/6 :

id: Potential horizontal or vertical privilege escalation
iosr_client.cloudfoundry.com (tcp/443)

Potentially sensitive paraneters for CA /tenant/edit/7 :
id: Potential horizontal or vertical privilege escalation
Potentially sensitive paraneters for CA /tenant/edit/6 :
id: Potential horizontal or vertical privilege escalation

Potentially sensitive paraneters for CA /adm nistrator/edit/9 :
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id: Potential horizontal or vertical privilege escalation
password : Possibly a clear or hashed password, vulnerable to dictionary attack

Potentially sensitive paraneters for CA /administrator/edit/11

id: Potential horizontal or vertical privilege escalation
password : Possibly a clear or hashed password, vulnerable to dictionary attack

Potentially sensitive paraneters for CA /adm nistrator/add

password : Possibly a clear or hashed password, vulnerable to dictionary attack
id: Potential horizontal or vertical privilege escalation

Potentially sensitive paraneters for CA /tenant/edit/4
id: Potential horizontal or vertical privilege escalation
Potentially sensitive paraneters for CA /tenant/edit/5

id: Potential horizontal or vertical privilege escalation
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42057 (2) - Web Server Allows Password Auto-Completion

Synopsis
Auto-complete is not disabled on password fields.
Description

The remote web server contains at least HTML form field containing an input of type 'password' where 'autocomplete’
is not set to 'off'.

While this does not represent a risk to this web server per se, it does mean that users who use the affected forms may
have their credentials saved in their browsers, which could in turn lead to a loss of confidentiality if any of them use a
shared host or their machine is compromised at some point.

Solution

Add the attribute 'autocomplete=off' to these fields to prevent browsers from caching credentials.
Risk Factor

None
Plugin Information:

Publication date: 2009/10/07, Modification date: 2011/09/28

Hosts
iosr_client.cloudfoundry.com (tcp/80)

Page : /administrator/edit/9

Destination Page : /administrator/edit/9
I nput nane : password

Default value : 123

Page : /administrator/edit/11

Destination Page : /administrator/edit/11
I nput nane : password

Default value : 123

Page : /admi nistrator/add
Destination Page : /admi nistrator/add
I nput nane : password

Page : /admi nistrator/edit/9?i d=9& ogi n=al a&passwor d=123&enzi | =al a@xanp
| e. com&nane=Al a&sur nane=Nowak&t enant Name=AGH&enabl ed=t r ue&conmi t =Updat e
Destination Page : /administrator/edit/9

I nput nane : password

Default value : 123

Page : /admi nistrator/edit/11?i d=11& ogi n=nar ci n&asswor d=123&en=i | =nar c
i n@xanpl e. com&nane=Mar ci n&sur name=W o0gé&t enant Nane=AGH&enabl ed=f al se&com
m t =Updat e

Destination Page : /administrator/edit/11

I nput nane : password

Default value : 123

Page : /admi ni strator/add?i d=& ogi n=&passwor d=&enai | =&nane=&sur nane=&t en
ant Name=UJ&conmi t =Add

Destination Page : /admi nistrator/add

I nput nane : password
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Page : /adm nistrator/edit/9? d=9& ogi n=al a&asswor d=123&enni | =al a@xanp
| e. com&nane=Al a&sur name=Nowak &t enant Nane=AGH&enabl ed=f al se&comi t =Updat e
Destination Page : /adm nistrator/edit/9

I nput name : password

Default value : 123

Page : /adm nistrator/edit/11?i d=11& ogi n=nar ci n&passwor d=123&emnai | =mar c
i n@xanpl e. com&ane=Mar ci n&sur nane=W ogé&t enant Name=AG&enabl ed=t r ue&conm
i t=Updat e

Destination Page : /administrator/edit/11

I nput name : password

Default value : 123

Page : /adm nistrator/edit/9? d=9& ogi n=al a&asswor d=123&enni | =al a@xanp
| e. com&nane=Al a&sur name=Nowak & enant Nanme=PK&enabl ed=t r ue&conmi t =Updat e
Destination Page : /adm nistrator/edit/9

I nput name : password

Default value : 123

Page : /adm nistrator/edit/11?i d=11& ogi n=nar ci n&passwor d=123&emai | =mar c
i n@xanpl e. com&ane=Mar ci n&sur nane=W ogé&t enant Name=PK&enabl ed=f al se&conm
i t=Updat e

Destination Page : /administrator/edit/11

I nput name : password

Default value : 123

iosr_client.cloudfoundry.com (tcp/443)

Page : /login
Destination Page : j_spring_security_check
I nput name : j_password

Page : /admi nistrator/edit/9

Destination Page : /adm nistrator/edit/9
I nput narme : password

Default value : 123

Page : /admi nistrator/edit/11

Destination Page : /admi nistrator/edit/11
I nput narme : password

Default value : 123

Page : /adm nistrator/add
Destinati on Page : /adm nistrator/add
I nput narme : password

Page : /adm nistrator/edit/9?i d=9& ogi n=al a&asswor d=123&enni | =al a@xanp
| e. com&nanme=Al a&sur namre=Nowak &t enant Name=PK&enabl ed=t r ue&conmi t =Updat e
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Destination Page : /adm nistrator/edit/9
I nput name : password
Default value : 123

Page : /adm nistrator/edit/11?i d=11& ogi n=nar ci n&passwor d=123&emnai | =mar c
i n@xanpl e. com&ane=Mar ci n&sur nane=W ogé&t enant Name=AG&enabl ed=f al se&com
m t =Updat e

Destination Page : /administrator/edit/11

I nput name : password

Default value : 123

Page : /adm ni strator/add?i d=& ogi n=&passwor d=&emai | =&name=&sur nane=&t en
ant Name=UJ&conmi t =Add

Destinati on Page : /adm nistrator/add

I nput name : password

Page : /adm nistrator/edit/9? d=9& ogi n=al a&asswor d=123&enni | =al a@xanp
| e. com&nane=Al a&sur name=Nowak & enant Name=AGH&enabl ed=t r ue&comi t =Updat e
Destination Page : /adm nistrator/edit/9

I nput narme : password

Default value : 123

Page : /adm nistrator/edit/11?i d=11& ogi n=nar ci n&passwor d=123&emnai | =mar c
i n@xanpl e. com&ane=Mar ci n&sur name=W ogé&t enant Nane=UJ&enabl ed=t r ue&conm
t =Updat e

Destination Page : /administrator/edit/11

I nput name : password

Default value : 123

Page : /adm ni strator/add?i d=& ogi n=&passwor d=&enai | =&name=&sur nane=&t en
ant Name=AGH&c onmmi t =Add

Destinati on Page : /adm nistrator/add

I nput narme : password

Page : /adm nistrator/edit/9? d=9& ogi n=al a&asswor d=123&enni | =al a@xanp
| e. com&nane=Al a&sur name=Nowak &t enant Nane=AGH&enabl ed=f al se&comi t =Updat e
Destination Page : /adm nistrator/edit/9

I nput narme : password

Default value : 123

Page : /adm ni strator/add?i d=& ogi n=&passwor d=&enai | =&name=&sur nane=&t en
ant Name=PK&conmi t =Add
Destination Page : /administrator/a [...]
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43111 (2) - HTTP Methods Allowed (per directory)

Synopsis
This plugin determines which HTTP methods are allowed on various CGI directories.
Description

By calling the OPTIONS method, it is possible to determine which HTTP methods are allowed on each directory.

As this list may be incomplete, the plugin also tests - if 'Thorough tests' are enabled or 'Enable web applications tests'
is set to 'yes'

in the scan policy - various known HTTP methods on each directory and considers them as unsupported if it receives
a response code of 400, 403, 405, or 501.

Note that the plugin output is only informational and does not necessarily indicate the presence of any security
vulnerabilities.

Solution
n/a
Risk Factor
None
Plugin Information:
Publication date: 2009/12/10, Modification date: 2013/05/09

Hosts
iosr_client.cloudfoundry.com (tcp/80)

Based on the response to an OPTI ONS request

- HTTP nmethods DELETE HEAD OPTIONS POST PUT TRACE GET
are allowed on :

/

/ admi ni strator

/adm nistrator/edit

/ resources/ css
/resour ces/ i nages
/resources/javascri pt
/ st ockConpani es

/ st ockQuot e

/ t enant

/tenant/edit

Based on tests of each nethod :

- HTTP net hods GET HEAD OPTIONS are all owed on :
/ resources/ css
/ resour ces/ i nages
/resources/javascri pt

- HTTP nmet hods GET HEAD OPTI ONS POST are all owed on :
/
/ admi ni