
 

 

XSS Heuristic Test Results
 ; \ / < > " ' =

stockCompaniesForm::unnamed field         

stockCompaniesForm::symbols         

addCompanyForm::symbol         

addCompanyForm::name         

addCompanyForm::commit         
The character was found unencoded in the result page.

The character was not found unencoded in the result page.

XSS String Tests Summary (18 tests executed)
Failures: 9

Warnings: 0

Passes: 9

XSS String Test Results
symbol

Submitted Form State:
name:
commit: OK

Results:

DOM was modified by attack string. Field appears to be very vulnerable to XSS String.
Tested value: <SCRIPT <B>document.vulnerable=true;</SCRIPT>

DOM was modified by attack string. Field appears to be very vulnerable to XSS String.
Tested value: <BODY onload!#$%&()*~+-_.,:;?@[/|\]^`=document.vulnerable=true;>

DOM was modified by attack string. Field appears to be very vulnerable to XSS String.
Tested value: <<SCRIPT>document.vulnerable=true;//<</SCRIPT>

DOM was modified by attack string. Field appears to be very vulnerable to XSS String.
Tested value: <IMG SRC=" &#14; javascript:document.vulnerable=true;">

DOM was modified by attack string. Field appears to be very vulnerable to XSS String.
Tested value: <IMG SRC="javascript:document.vulnerable=true;">

DOM was modified by attack string. Field appears to be very vulnerable to XSS String.
Tested value: <IMG SRC="jav ascript:document.vulnerable=true;">

DOM was modified by attack string. Field appears to be very vulnerable to XSS String.

Results file:///C:/Users/bartek/AppData/Local/Temp/results_1370783238938.tmp

1 of 2 2013-06-09 15:07



Tested value: <SCRIPT>document.vulnerable=true;</SCRIPT>

DOM was modified by attack string. Field appears to be very vulnerable to XSS String.
Tested value: <META HTTP-EQUIV="Set-Cookie" Content="USERID=
<SCRIPT>document.vulnerable=true</SCRIPT>">

DOM was modified by attack string. Field appears to be very vulnerable to XSS String.
Tested value: <meta http-equiv="refresh" content="0;
url=javascript:document.vulnerable=true;">

This field passed 9 tests. To see all the passed results, go to Tools->XSS Me->Options
and click 'Show passed results in final report' and rerun this test.
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