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@ Security

el [est Results

SQL Injection String Tests Summary (131580 results
recorded)

Failures: |

Warnings: |0

Passes: _

SQL Injection String Test Results

Submitted Form State:
login: ala
password: 123
email: ala@example.com
name: Ala
surname: Nowak
tenantName: AGH
enabled: true
commit: Update

Results:

Server Status Code: 302 Moved Temporarily
Tested value: &#49&#39&#328#79&#828#328&#39&#49&#39&#618&#39&#49

Server Status Code: 302 Moved Temporarily
Tested value:

Server Status Code: 302 Found
Tested value: %31%27%20%4F%52%20%27%31%27%3D%27%31

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNION ALL SELECT 1,2,3,4,5,6,name FROM sysObjects WHERE
xtype ='U' --

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND ASCII(LOWER(SUBSTRING((SELECT TOP 1 name FROM
sysobjects WHERE xtype='U"), 1, 1))) > 116

Server Status Code: 302 Moved Temporarily
Tested value: ' OR username IS NOT NULL OR username ="'

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNI/**/ON SELECT ALL FROM WHERE

&H#X31; &HtX27; &HX20; &HXAF; &#X52; &#HX20; &H#X2 7 ; &HX3 1 &H#X2 7 : &#X3D: &#x27; &#x31;
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Server Status Code: 302 Moved Temporarily
Tested value: 1' AND non_existant_table ='1

Server Status Code: 302 Moved Temporarily
Tested value: '; DESC users; --

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND USER_NAME() = 'dbo’

Server Status Code: 302 Found
Tested value: 1'1

Server Status Code: 302 Found
Tested value: 1' AND 1=(SELECT COUNT(*) FROM tablenames); --

Server Status Code: 302 Moved Temporarily
Tested value: 1' OR '1'="1

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND 1=1

Server Status Code: 302 Moved Temporarily
Tested value: 1 EXEC XP_

Server Status Code: 302 Moved Temporarily
Tested value: 1'1

Server Status Code: 302 Found
Tested value: 1 OR 1=1

Submitted Form State:
id: 9
password: 123
email: ala@example.com
name: Ala
surname: Nowak
tenantName: AGH
enabled: true
commit: Update

Results:

Server Status Code: 302 Moved Temporarily
Tested value: &#49&#39&#328#79&#828&#328&#39&#49&#39&#618&#39&#49

Server Status Code: 302 Moved Temporarily
Tested value:
E&#X31; &HX2 7 ; &HX20; &HXAF; &H#X52; &#HX20; &H#X2 7 ; &HX31;&# X271 : &#X3D;: &#xX27 ; &#X31;

Server Status Code: 302 Moved Temporarily
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Tested value: 1 UNI/**/ON SELECT ALL FROM WHERE

Server Status Code: 302 Found
Tested value: %31%27%20%4F%52%20%27%31%27%3D%27%31

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNION ALL SELECT 1,2,3,4,5,6,name FROM sysObjects WHERE
xtype ='U' --

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND ASCII(LOWER(SUBSTRING((SELECT TOP 1 name FROM
sysobjects WHERE xtype='U"), 1, 1))) > 116

Server Status Code: 302 Found
Tested value: ' OR username IS NOT NULL OR username ="'

Server Status Code: 302 Moved Temporarily
Tested value: 1' AND non_existant_table ='1

Server Status Code: 302 Moved Temporarily
Tested value: 1'1

Server Status Code: 302 Moved Temporarily
Tested value: '; DESC users; --

Server Status Code: 302 Found
Tested value: 1 AND USER_NAME() = 'dbo’

Server Status Code: 302 Moved Temporarily
Tested value: 1' AND 1=(SELECT COUNT(*) FROM tablenames); --

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND 1=1

Server Status Code: 302 Moved Temporarily
Tested value: 1 EXEC XP_

Server Status Code: 302 Moved Temporarily
Tested value: 1'1

Server Status Code: 302 Moved Temporarily
Tested value: 1' OR '1'="1

Server Status Code: 302 Moved Temporarily
Tested value: 1 OR 1=1

password

Submitted Form State:
id: 9
login: ala
email: ala@example.com
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name: Ala
surname: Nowak
tenantName: AGH
enabled: true
commit: Update

Results:

Server Status Code: 302 Moved Temporarily
Tested value: &#49&#39&#328#79&#828#328&#39&#49&#39&#618&#39&#49

Server Status Code: 302 Moved Temporarily
Tested value:
E#X31; &HX2 7 ; &HX20; &HXAF; &H#X52; &H#HX20; &HX2 7 ; &HX31;&#X2 7 : &#X3D;: &#xX27 ; &#X31;

Server Status Code: 302 Moved Temporarily
Tested value: %31%27%20%4F%52%20%27%31%27%3D%27%31

Server Status Code: 302 Found
Tested value: 1 UNI/**/ON SELECT ALL FROM WHERE

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNION ALL SELECT 1,2,3,4,5,6,name FROM sysObjects WHERE
xtype ='U' --

Server Status Code: 302 Found
Tested value: 1 AND ASCII(LOWER(SUBSTRING((SELECT TOP 1 name FROM
sysobjects WHERE xtype='U"), 1, 1))) > 116

Server Status Code: 302 Moved Temporarily
Tested value: ' OR username IS NOT NULL OR username ="'

Server Status Code: 302 Found
Tested value: 1' AND non_existant_table ='1

Server Status Code: 302 Moved Temporarily
Tested value: 1'1

Server Status Code: 302 Moved Temporarily
Tested value: '; DESC users; --

Server Status Code: 302 Moved Temporarily

Tested value: 1 AND USER_NAME() = 'dbo’

Server Status Code: 302 Moved Temporarily

Tested value: 1' AND 1=(SELECT COUNT(*) FROM tablenames); --
Server Status Code: 302 Moved Temporarily

Tested value: 1 AND 1=1

Server Status Code: 302 Moved Temporarily

Tested value: 1 EXEC XP_

Server Status Code: 302 Moved Temporarily

Tested value: 1'1
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Server Status Code: 302 Moved Temporarily
Tested value: 1' OR '1'="1

Server Status Code: 302 Moved Temporarily
Tested value: 1 OR 1=1

Submitted Form State:
id: 9
login: ala
password: 123
name: Ala
surname: Nowak
tenantName: AGH
enabled: true
commit: Update

Results:

Server Status Code: 302 Moved Temporarily
Tested value: &#49&#39&#328#79&#828&#328&#39&#49&#39&#618&#39&#49

Server Status Code: 302 Moved Temporarily
Tested value:
E&#X31; &HX2 7 ; &HX20; &HXAF; &H#X52; &#HX20; &H#HX2 7 ; &HX31;&#X2 7 : &#X3D;: &#xX27 ; &#X31;

Server Status Code: 302 Moved Temporarily
Tested value: %31%27%20%4F%52%20%27%31%27%3D%27%31

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNI/**/ON SELECT ALL FROM WHERE

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNION ALL SELECT 1,2,3,4,5,6,name FROM sysObjects WHERE
xtype ='U' --

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND ASCII(LOWER(SUBSTRING((SELECT TOP 1 name FROM
sysobjects WHERE xtype='U"), 1, 1))) > 116

Server Status Code: 302 Moved Temporarily
Tested value: ' OR username IS NOT NULL OR username ="'

Server Status Code: 302 Moved Temporarily
Tested value: 1' AND non_existant_table ='1

Server Status Code: 302 Moved Temporarily
Tested value: 1'1
Server Status Code: 302 Moved Temporarily
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Tested value: '; DESC users; --

Server Status Code: 302 Found
Tested value: 1 AND USER_NAME() = 'dbo’

Server Status Code: 302 Moved Temporarily
Tested value: 1' AND 1=(SELECT COUNT(*) FROM tablenames); --

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND 1=1

Server Status Code: 302 Found
Tested value: 1 EXEC XP_

Server Status Code: 302 Moved Temporarily
Tested value: 1'1

Server Status Code: 302 Moved Temporarily
Tested value: 1' OR '1'="1

Server Status Code: 302 Moved Temporarily
Tested value: 1 OR 1=1

Submitted Form State:
id: 9
login: ala
password: 123
email: ala@example.com
surname: Nowak
tenantName: AGH
enabled: true
commit: Update

Results:

Server Status Code: 302 Moved Temporarily
Tested value:
E#X31; &HX2 7 ; &HX20; &HXAF; &H#X52; &#HX20; &H#X2 7 ; &HX3 1 &#X2 7 : &#X3D;: &#xX27 ; &#X31;

Server Status Code: 302 Moved Temporarily
Tested value: %31%27%20%4F%52%20%27%31%27%3D%27%31

Server Status Code: 302 Found
Tested value: &#498&#39&#32&#79&#82&8#328#39&8#49&#39&#61&#39&#49

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNI/**/ON SELECT ALL FROM WHERE

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNION ALL SELECT 1,2,3,4,5,6,name FROM sysObjects WHERE

2013-06-09 12:38



Results

7 of 12

file:/l/C:/Userg/bartek/AppData/Local/Temp/results 1370774260098.tmp

Server Status Code: 302 Moved Temporarily

Tested value: 1 AND ASCII(LOWER(SUBSTRING((SELECT TOP 1 name FROM

sysobjects WHERE xtype='U"), 1, 1))) > 116

Server Status Code: 302 Moved Temporarily
Tested value: ' OR username IS NOT NULL OR username ="'

Server Status Code: 302 Found
Tested value: 1' AND non_existant_table ='1

Server Status Code: 302 Moved Temporarily
Tested value: 1'1

Server Status Code: 302 Found
Tested value: '; DESC users; --

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND USER_NAME() = 'dbo’

Server Status Code: 302 Moved Temporarily
Tested value: 1' AND 1=(SELECT COUNT(*) FROM tablenames); --

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND 1=1

Server Status Code: 302 Found
Tested value: 1 EXEC XP_

Server Status Code: 302 Moved Temporarily
Tested value: 1'1

Server Status Code: 302 Moved Temporarily
Tested value: 1' OR '1'="1

Server Status Code: 302 Moved Temporarily
Tested value: 1 OR 1=1

surname

Submitted Form State:

id: 9

login: ala

password: 123

email: ala@example.com
name: Ala

tenantName: AGH
enabled: true

commit: Update

Results:
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Server Status Code: 302 Moved Temporarily
Tested value: &#49&#39&#328#79&#828&#328&#39&#49&#39&#618&#39&#49

Server Status Code: 302 Moved Temporarily
Tested value:
E#X31; &HX2 7 ; &HX20; &HXAF; &H#X52; &H#HX20; &H#X2 7 ; &HX31;&#X2 7 : &#X3D;: &#xX27 ; &#X31;

Server Status Code: 302 Moved Temporarily
Tested value: %31%27%20%4F%52%20%27%31%27%3D%27%31

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNI/**/ON SELECT ALL FROM WHERE

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND ASCII(LOWER(SUBSTRING((SELECT TOP 1 name FROM
sysobjects WHERE xtype='U"), 1, 1))) > 116

Server Status Code: 302 Found
Tested value: 1 UNION ALL SELECT 1,2,3,4,5,6,name FROM sysObjects WHERE
xtype ='U' --

Server Status Code: 302 Moved Temporarily
Tested value: ' OR username IS NOT NULL OR username ="'

Server Status Code: 302 Moved Temporarily
Tested value: 1'1

Server Status Code: 302 Moved Temporarily
Tested value: 1' AND non_existant_table ='1

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND 1=1

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND USER_NAME() = 'dbo’

Server Status Code: 302 Moved Temporarily
Tested value: '; DESC users; --

Server Status Code: 302 Found

Tested value: 1' AND 1=(SELECT COUNT(*) FROM tablenames); --
Server Status Code: 302 Found

Tested value: 1 EXEC XP_

Server Status Code: 302 Moved Temporarily

Tested value: 1' OR '1'="1

Server Status Code: 302 Moved Temporarily

Tested value: 1'1

Server Status Code: 302 Found

Tested value: 1 OR 1=1
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Submitted Form State:
id: 9
login: ala
password: 123
email: ala@example.com
name: Ala
surname: Nowak
enabled: true
commit: Update

Results:

Server Status Code: 302 Moved Temporarily
Tested value: &#49&#39&#328#79&#828&#328&#39&#49&#39&#618&#39&#49

Server Status Code: 302 Moved Temporarily
Tested value:
E#X31; &HX2 7 ; &HX20; &HXAF; &H#X52; &#HX20; &HX2 7 ; &HX31;&#X2 7 : &#X3D;: &#xX27 ; &#X31;

Server Status Code: 302 Moved Temporarily
Tested value: %31%27%20%4F%52%20%27%31%27%3D%27%31

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNI/**/ON SELECT ALL FROM WHERE

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNION ALL SELECT 1,2,3,4,5,6,name FROM sysObjects WHERE
xtype ='U' --

Server Status Code: 302 Found
Tested value: 1 AND ASCII(LOWER(SUBSTRING((SELECT TOP 1 name FROM

sysobjects WHERE xtype='U"), 1, 1))) > 116

Server Status Code: 302 Found
Tested value: ' OR username IS NOT NULL OR username ="'

Server Status Code: 302 Moved Temporarily
Tested value: 1' AND non_existant_table ='1

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND USER_NAME() = 'dbo’

Server Status Code: 302 Moved Temporarily
Tested value: '; DESC users; --

Server Status Code: 302 Moved Temporarily
Tested value: 1' AND 1=(SELECT COUNT(*) FROM tablenames); --

Server Status Code: 302 Moved Temporarily
Tested value: 1'1
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Server Status Code: 302 Found
Tested value: 1 AND 1=1

Server Status Code: 302 Moved Temporarily
Tested value: 1 EXEC XP_

Server Status Code: 302 Moved Temporarily
Tested value: 1'1

Server Status Code: 302 Moved Temporarily
Tested value: 1' OR '1'="1

Server Status Code: 302 Moved Temporarily
Tested value: 1 OR 1=1

enabled

Submitted Form State:
id: 9
login: ala
password: 123
email: ala@example.com
name: Ala
surname: Nowak
tenantName: AGH
commit: Update

Results:

Server Status Code: 302 Moved Temporarily
Tested value: &#49&#39&#328#79&#828#328&#39&#49&#39&#618&#39&#49

Server Status Code: 302 Moved Temporarily
Tested value:
&H#X31; &HtX27; &HX20; &HXAF; &#X52; &#HX20; &H#X2 7 ; &HX3 1 &H#X2 7 : &#X3D: &#x27; &#x31;

Server Status Code: 500 Internal Server Error
Tested value: %31%27%20%4F%52%20%27%31%27%3D%27%31

Server Status Code: 500 Internal Server Error
Tested value: 1 UNI/**/ON SELECT ALL FROM WHERE

Server Status Code: 500 Internal Server Error
Tested value: 1 UNION ALL SELECT 1,2,3,4,5,6,name FROM sysObjects WHERE
xtype ='U' --

Server Status Code: 500 Internal Server Error
Tested value: 1 AND ASCII(LOWER(SUBSTRING((SELECT TOP 1 name FROM
sysobjects WHERE xtype='U"), 1, 1))) > 116

Server Status Code: 500 Internal Server Error

10 of 12 2013-06-09 12:38



Results

11 of 12

file:/l/C:/Userg/bartek/AppData/Local/Temp/results 1370774260098.tmp

Tested value: 1' AND non_existant_table ='1

Server Status Code: 500 Internal Server Error
Tested value: ' OR username IS NOT NULL OR username ="'

Server Status Code: 500 Internal Server Error
Tested value: 1'1

Server Status Code: 500 Internal Server Error
Tested value: '; DESC users; --

Server Status Code: 500 Internal Server Error
Tested value: 1 AND USER_NAME() = 'dbo’

Server Status Code: 500 Internal Server Error
Tested value: 1 EXEC XP_

Server Status Code: 500 Internal Server Error
Tested value: 1 AND 1=1

Server Status Code: 500 Internal Server Error
Tested value: 1'1

Server Status Code: 500 Internal Server Error
Tested value: 1 OR 1=1

Server Status Code: 500 Internal Server Error
Tested value: 1' OR '1'="1

Server Status Code: 500 Internal Server Error
Tested value: 1' AND 1=(SELECT COUNT(*) FROM tablenames); --

commit

Submitted Form State:
id: 9
login: ala
password: 123
email: ala@example.com
name: Ala
surname: Nowak
tenantName: AGH
enabled: true

Results:

Server Status Code: 302 Moved Temporarily
Tested value: &#49&#39&#328H#79&#828#328&#39&#49&#39&#618&#39&#49

Server Status Code: 302 Moved Temporarily
Tested value:
&H#X31; &HtX27; &HX20; &HXAF; &#X52; &#HX20; &H#X2 7 ; &HX3 1 &H#X2 7 : &#X3D: &#x27; &#x31;
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Server Status Code: 302 Moved Temporarily
Tested value: 1 AND ASCII(LOWER(SUBSTRING((SELECT TOP 1 name FROM
sysobjects WHERE xtype='U", 1, 1))) > 116

Server Status Code: 302 Found
Tested value: 1 UNI/**/ON SELECT ALL FROM WHERE

Server Status Code: 302 Moved Temporarily
Tested value: %31%27%20%4F%52%20%27%31%27%3D%27%31

Server Status Code: 302 Moved Temporarily
Tested value: ' OR username IS NOT NULL OR username ="'

Server Status Code: 302 Moved Temporarily
Tested value: 1 UNION ALL SELECT 1,2,3,4,5,6,name FROM sysObjects WHERE
xtype ='U' --

Server Status Code: 302 Moved Temporarily
Tested value: 1' AND non_existant_table ='1
Server Status Code: 302 Moved Temporarily
Tested value: 1'1

Server Status Code: 302 Moved Temporarily
Tested value: '; DESC users; --

Server Status Code: 302 Moved Temporarily
Tested value: 1' AND 1=(SELECT COUNT(*) FROM tablenames); --

Server Status Code: 302 Found
Tested value: 1 AND USER_NAME() = 'dbo’

Server Status Code: 302 Moved Temporarily
Tested value: 1 AND 1=1

Server Status Code: 302 Moved Temporarily
Tested value: 1'1

Server Status Code: 302 Moved Temporarily
Tested value: 1 EXEC XP_

Server Status Code: 302 Moved Temporarily
Tested value: 1' OR '1'="1

Server Status Code: 302 Moved Temporarily
Tested value: 1 OR 1=1

Results genenerated on June 9, 2013 for https://iosr_client.cloudfoundry.com/administrator/edit/9
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